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U. S. Departnent of Justice
Federal Bureau of Prisons

C h a.n g e DI RECTI VE AFFECTED: 1150. 05
. CHANGE NOTI CE NUMBER: 1150. 05
Notice

DATE: 1/29/99

1. PURPGSE AND SCOPE. To update the Program Statenent, Ofice
of Security Technol ogy.

2. SUWARY COF CHANGES. The Program Statenent has been revi sed
to reflect the foll ow ng:

a. The conposition of the Ofice of Security Technol ogy
steering conmmttee has been changed.

b. OST approval for technology itens costing $4,000 or nore
has been el i m nat ed.

c. D sciplines responsible for specific technol ogy systens
wi || update Bureau-w de standards for those systens.

d. The OST Steering Conmttee now w |l be responsible for the
annual review of OST technology priorities.

3. ACTION. File this Change Notice in front of the Program
Statenent, O fice of Security Technol ogy.

/sl
Kat hl een Hawk Sawyer
Director



U. S. Departnent of Justice
Federal Bureau of Prisons

OPl: | PPA
Program e rhe

SUBJECT: Security Technol ogy,

Statement e

1. PURPCSE AND SCOPE. To define the duties and responsibilities
of the Ofice of Security Technology (OST). This office, which
is a branch within the Information, Policy, and Public Affairs
Division (I1PPA), is responsible for:

identifying new security-rel ated technol ogy and equi pnent,
eval uating its potential use,

assisting in its inplenentation, and

eval uating its effectiveness.
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2. PROGRAM OBJECTIVES. The expected results of this program
are:

a. Appropriate technol ogy solutions will be introduced to the
Bureau through a program of assessnent, devel opnent, and
eval uati on.

b. Technical issues will be resolved beyond the routine duties
of institutional staff.

c. Technical experts will be provided as needed.

d. Resources of other federal, State, county, and foreign |aw
enforcenment agencies will be used to inprove staff expertise in
t echnol ogy areas by exchangi ng i nformation.

3. DI RECTI VES AFFECTED

a. Directive Rescinded

PS 1150. 04 Security Technol ogy, Ofice of (9/4/96)

b. Directives Referenced

PS 1066. 02 Eval uation of Pilot Initiatives (6/23/95)
PS 4100. 03 BOP Acqui sitions (12/31/97)
PS 4200. 09 Facilities Operations Manual (4/3/96)

4. STANDARDS REFERENCED. None.
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5. RESPONSIBILITIES. The Ofice of Security Technol ogy perforns
the follow ng functions to support field security operations:

a. ldentifies and screens new security equi pnment and
technol ogy with potential for Bureau use. Selection of
technol ogies for review is based upon security priorities
identified by the Security Technol ogy Steering Conmttee or the
Executive Staff and field requests for technol ogy solutions to
security problens.

b. Coordinates with the rel evant disciplines eval uations of
new security technol ogy products with potential for significant
field application. Miltiple products are assessed to identify
the characteristics necessary to ensure effective use of the
t echnol ogy.

OST prepares a report for the Executive Staff which describes:

1 the nature of the problemand the potential solution(s)
eval uat ed,

details of the evaluation, and

products which nmeet Bureau needs (if any).

When appropriate, the report also includes a draft nmenorandum
fromthe recipient Assistant Director to the field recommendi ng
t he purchase of the technol ogy and any ot her product information.

c. Establishes initial Bureau-w de standards for use of new
technol ogy systens. Once a technology is adopted for Bureau use,
the respective division for the discipline using the technol ogy
systens shall be responsible for updating any Bureau-w de
standards for that technol ogy.

d. Establishes liaisons with other Federal and state |aw
enf orcenment agencies and with other organizations to share
knowl edge and obtain assistance to eval uate new t echnol ogi es.

6. STAFF ASSI STANCE AND REVIEW VI SITS. OST staff nenbers may be
sent to any institution during or after a significant incident in
whi ch technol ogy was either involved or could be part of an
appropriate response. OST staff nmenbers may be appointed to
after-action review teans to:
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€ determne whether any failure occurred in security equi pnent
or systens,

€ identify the cause of a failure, and

€ nake recommendations to prevent reoccurrence.

OST staff are available for on-site review of specific security
problens. |If a Warden determ nes that assistance is required to
identify a technol ogical solution for a given problemor an

i nnovative application of existing technology is needed, a
request for OST assistance nmay be nade through the respective
Regional Director to the Assistant Director of |PPA.  Wen
approved, OST staff assistance shall be closely coordinated with
institution staff and regional and Central O fice adm nistrators.

7. SECURITY TECHNO.OGY STEERI NG COMM TTEE. There shall be a
standi ng Security Technol ogy Steering Comnmttee consisting of the
Regi onal Correctional Services Adm nistrators and Regi onal
Facilities Adm nistrators, and the foll ow ng:

€@ Deputy Assistant Director, |PPA - Co-Chairperson

€@ Deputy Assistant Director, Correctional Prograns Division
(CPD) Co- Chairperson

€ Deputy Assistant Director, Adm nistration Division (ADV
Co- Chai r per son

€ Chief, Ofice of Security Technol ogy, |PPA

€@ Administrator, Correctional Services Branch, CPD

€@ Chief, Facilities Managenent, ADM

The Steering Conmttee shall assess Bureau-w de security

technol ogy needs and review all major projects, planned or in
progress, undertaken by OST. Annually, the Steering Conmttee
shall recomrend priorities for projects according to the needs
assessnment Steering Comm ttee nenbers devel oped. The Commttee
shal |l neet in-person at |east annually, and as often as necessary
vi a vi deo conf erenci ng.

8. SECURITY TECHNOLOGY RESEARCH PRQIJIECTS

a. Based upon Steering Conmttee recomendati ons and/ or
Executive Staff approval, OST may fund a limted nunber of field
research and devel opnent projects each year. Research and
devel opnent projects selected for funding may be tested in an
institution or a |laboratory setting. Such projects shall be
coordinated with appropriate Central Ofice and regional
adm ni strat ors.
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é When possible, local staff who initiated a sel ected
project are to be involved in the devel opnent and
testing.

é OST shall prepare a witten agreed upon plan of action
to include:

e institution responsibilities,

e institution staff requirenents,
e points of contact, and

e evaluation criteria.

é For products tested in an institution, the Warden shal
sponsor and provide staff to coordinate the project at
the institution |evel.

é Project staff shall be required to submt periodic
progress reports to OST.

é The frequency and format of reports may vary dependi ng
on the project's duration and scope.

é Upon project conpletion, OST, with input fromthe

project staff, shall prepare the appropriate
docunent ati on describing the results and maki ng
recomendati ons for the equipnment/systenis future use.

b. Priority shall be given to projects based on the foll ow ng
criteria:

é Broad application anong institutions

é Potential to reduce life threatening security risks to
staff and i nmates

é Potential to inprove overall security effectiveness

é Cost - ef f ecti veness

c. Any Central Ofice branch, regional office, or institution
may submt a project for consideration using the Security
Technol ogy Research Proposal form (Attachnent A). The form nust
be signed by the Warden, the Regional Director, or appropriate
Assistant Director and submitted to the Assistant Director, |PPA
Division, Attn.: Ofice of Security Technol ogy, Central O fice.
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9. PROCEDURES FOR EVALUATI ON OR DEVELOPMENT OF TECHNOLOG ES

a. Screening. OST shall review new security products with
potential Bureau use to determ ne whether further testing is
appropriate. Wile OST communi cates with other |aw enforcenent
agencies and suppliers regularly, it is inpossible for a single
entity to screen all trade literature for products that may
inprove institutional security. Therefore, staff are encouraged
to report new security technol ogies to OST.

b. Laboratory Testing. Wenever practical and appropriate,
OST shall evaluate new security technol ogy equi pnment/systens
prior to operational deploynent. OST does not maintain a
| aboratory, but has access to mmjor |aboratories when needed.
Laboratory testing may reveal certain defects that woul d render
equi pnrent unsui table for Bureau use, thus saving the expense of
operational deploynment and potential disruption to operations.

c. Pilot Testing. Wen appropriate, for new security -
t echnol ogy equi pnent bei ng eval uated, OST shall submt a pil ot
proposal to the Assistant Director for |IPPA, recomending a field
test of the equipnent at an institution. The proposal shal
i ncl ude:

é a specific recomendation for the type of equipnent to
be used,

é procedures to be followed, and

é | ocation(s) for the pilot test.

Larger pilots may require additional Executive Staff approval
before being initiated.

Bur eau enpl oyees shall report successful and failed security
technologies to OST to hel p prevent reoccurring expenditures.

/sl
Kat hl een Hawk Sawyer
Director
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BUREAU OF PRI SONS
OFFI CE OF SECURI TY TECHNCOLOGY

Security Technol ogy Eval uati on Proposal

Nane of Project: Oiginator Nane, Title,
Location, Tel ephone No.:

Description of Project:

Proj ected Costs:

Anticipated Benefits to Institution Operations:

Has this project already been initiated? If so, what is the
current status?

Warden' s Endorsenent of Project: Si gnat ur e/ Dat e

Regional Director's Endorsenent of Project: Si gnat ure/ Dat e




